ORS MANUAL, Informatics No. 3


DATE: May 31, 2006
REPLACES: November 26, 1997

ISSUING OFFICE:  OAM
DCRT ACCOUNTS

TOPIC:

Request and Approval to Register for tc \l2 " Parachute, Data Warehouse, or Silk Web Accountstc \l2 "Parachute, Data Warehouse, or Silk Web Accounts
PURPOSE:

To assure accountability of Government resources, track access to NIH computer systems, and maintain compliance with applicable NIH policies and procedures.

COVERAGE:
All ORS employees

POLICY:



All requests for Parachute, Data Warehouse, and Silk Web DCRT accounts must be approved by the appropriate ORS official, as identified below.  Applications will be reviewed on a case-by-case basis to determine the employee's need to access network services at home or on travel or as part of their official duties.  Criteria (Attachment 1) is attached as guidance only, since some accounts provide access to NIH ICD budgets and other privileged information.  Some accounts also incur monthly charges.

PROCEDURES:
A.
A memo using the attached format (Attachment 2) should be written by employees requesting approval for access to the DCRT Accounts listed below.  The request should include a justification for the requested account(s).  For access to Data Warehouse, Attachment 3 indicating the requested views should be attached to the memo.  The approving official will process the request no later than five days from receipt.

Parachute and Data Warehouse (Local View) accounts:
Completed memos and attached forms, if required, should be routed through the Division(s Chief Administrative Officer (AO) to the Division Director for final approval.  The Chief AO should sign the (Through( line before forwarding these requests to the Division Director.  These requests will then be reviewed and approved by the Division Director and returned to the Division(s Chief AO.  The AO will distribute copies to the employee and to the Executive Officer (EO) for records purposes.  When the request for Parachute is approved, employees should then complete the appropriate account registration form available from DCRT (Attachment 4).

Data Warehouse (ICD View or Special View), Data Warehouse, and Silk Web accounts:
Completed memos and attached forms, if required, should be routed through the Division(s Chief AO and the Division Director (or Office Director for OD Offices) to the ORS Executive Officer for final approval.  Chief AOs and Division Directors should sign the appropriate (Through( line before forwarding the request to the EO.  These requests will then be reviewed and approved by the EO and returned to the Division(s Chief AO for return to the employee.  

B.
 Some registration forms are available on-line as listed below: 

Data Warehouse Registration Form (Attachment 3): 

http://www-dw.dcrt.nih.gov/dw/dwreg.htm

Form must be completed and attached to the memo of request.

Parachute Registration Form (Attachment 4):  http://parachute.dcrt.nih.gov/PARACHUTE/Parachute.html  


Form to be completed upon receipt of approval from the Division Director.

All previous ORS policies inconsistent with the provisions of this ORS policy are superseded.


Attachment 1


CRITERIA FOR DCRT ACCOUNTS

PARACHUTE

The major criteria for establishment of a Parachute Account is determining if the ORS employee needs access to network services at home or on travel.  Services include e-mail, document exchange, network applications, Internet, etc.  Employees who receive a lot of e-mail may want to access it especially on their AWS day or on weekends.  It can allow for quick response to a problem while the employee is out of the office and it can save time when the employee returns to work.

DATA WAREHOUSE

The major criteria for establishment of a Data Warehouse Account is whether the ORS employee needs access to the data to do their job (i.e., they have a legitimate (need to know().  The criteria then would be identical to the criteria for access to the ADB.  For example, a Branch Chief would need access to financial data under their own CANs, property data for the Branch and personnel data.  The Chief AO for the OD/OAM would need access to any data in the Data Warehouse that related to ORS.  Each applicant should be evaluated on what their particular need is versus what data is available.  Then access would be granted accordingly with exceptions allowed on a case by case basis.  Since the Data Warehouse is growing with new data being added all the time, the ORS criteria would have to be reexamined in six months.

SILK WEB
This allows employees to set up SILK Web servers.  The charges are $60 a month for basic service, but can be more for additional service.  An approval process is required for Silk Web accounts because the monthly DCRT does not indicate when a new Silk Web account has been established, i.e., it is not itemized.  Therefore, without appropriate oversight there would be no way to determine what an employee was placing on a SILK Web server. 

