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DATE: March 12, 1996

REPLACES: July 31, 1990

ISSUING OFFICE:  OAM, EO

PRIVACY ACT

TOPIC:

Privacy Acttc \l2 "Privacy Act
PURPOSE:

To protect individuals from unwarranted invasions of their privacy, the government is prohibited from collecting information on individuals without having a specific purpose related to the agency(s mission and without notifying the public that such data is being kept.  It also allows individuals rights to see their records and requires agencies to set up appeal procedures to allow someone to request that their records be corrected.  

REFERENCE:
(
5 USC 522a, (Privacy Act(
(
HHS General Administration Manual (GAM) 45-10, (Privacy Act(
(
PHS GAM 45-12, (Creation, Alteration, and Termination of Privacy Act Systems of Records and Associated Documentation(
(
PHS GAM, Appendix 45-19-G, (Applicability of the Privacy Act to Contracts(
(
PHS IRM Manual, Chapter 12, (Management of Privacy Act Records in Automated Information Systems( 

(
NIH Manual 1130, Delegations of Authority: Program, General 4B, (Privacy Act Appeals(
POLICY:
The ORS Privacy Act Coordinator will coordinate all Privacy Act activities with the appropriate System Manager (see attached listing).  If a request is not granted, the ORS Privacy Act Coordinator will work with the System Manager and the NIH Privacy Act Coordinator to determine appropriate action. 

PROCEDURES: 

A. 
Requests


1.
In ORS, the System Manager is responsible for handling all requests from individuals to review their records.  Note that an individual may see ONLY his or her records, not anyone else(s records covered under the Privacy Act.  The request should be sent in writing to the System Manager and should state that it is a Privacy Act request.  If the request does not state that it is a Privacy Act request, the System Manager should contact the ORS Privacy Act Coordinator for guidance.

2.
If the request is to be granted, then the System Manager should arrange for the individual to view the record.  If the request may not be granted, the ORS Privacy Act Coordinator should be contacted.  He or she will work with the System Manager and the NIH Privacy Act Officer to determine what will be done.

3.
In addition, the System Manager is responsible for keeping a log of requests and their results. This log should contain the following information:

a.
Number of requests from individual for access to records about themselves where the individuals cited the Privacy Act in support of their requests, including requests for access to personnel records.

b.
Number or requests for access granted in whole or part, or denied in whole.

c.
Number of access requests for which no record was found.

d.
Number of amendment requests from individuals to amend records about themselves in the systems of records where the individuals cited the Privacy Act in support of their requests, including amendment requests to personnel records.

e.
Number of amendment requests granted in whole or part, or denied in whole.

f.
Number of amendment requests for which no record was found.

g.
Number of appeals of access and amendment denials and the results of such appeals.

Once every two years, all System Managers will be contacted for this information by the ORS Privacy Act Coordinator for the ORS Privacy Act Report.  The ORS Privacy Act Coordinator is responsible for consolidating the information ORS-wide to produce this report.

B.  
New Systems and (Found( Systems

1.
Before records may be collected for a new system that will be covered by the Privacy Act, a System Notice must be published in the Federal Register. 

2.
If a system is (found( which contains information covered by the Privacy Act, no more records may be added to the system until a System Notice is published in the Federal Register.

3.
To develop System Notices for new or (found( systems, contact the ORS Privacy Act Coordinator for guidance.  The process is not difficult, but does take approximately six months to complete.  The System Manager must develop a (Report to Congress,( a (Preamble,( and the (System Notice.(  These must then be approved by the ORS Privacy Act Coordinator and NIH Privacy Act Officer.  Copies are then sent to various Congressional and Executive Branch officials for review.  After several approval levels, it is published in the Federal Register and the System Manager may begin to collect records.

C.  
System Changes

1.
The ORS Privacy Act Coordinator keeps copies of all ORS System Notices and coordinates any minor changes (e.g., change in System Manager) with the NIH Privacy Act Officer.

2.
The System Manager is responsible for notifying the ORS Privacy Act Coordinator regarding any changes to the Privacy Act System or its management. 

D.  
Corrections and Appeals

1.
Individuals who find discrepancies of factual information in their Privacy Act Records may request appropriate changes be made.  The request should be made to the System Manager in writing and should include all factual documentation to support the change request.  

2.
Individuals may not request changes to judgmental or opinionated information.  In the case of judgmental or opinionated information, individuals may request that opposing views be appended to the record.

3.
If a request to change or append a Privacy Act Record is denied and one wishes to appeal the decision, the requestor should contact the ORS Privacy Act Coordinator.

QUESTIONS: The ORS Privacy Act Coordinator is located in Building. 31, Room 3C39, phone

 2-1661. 

All previous ORS policies inconsistent with the provisions of this ORS policy are superseded.

